Oracle: Viewed from OS

Abstract

This presentation gives an overview of Oracle instances from the OS perspective, specifically memory and process. Linux is used as the example OS, along with Solaris equivalence. It discusses shared memory, Linux HugePages, process tracing, call stacks, and combining with Oracle’s monitoring. The intent is to offer Oracle DBAs another angle of inspection in performance tuning and troubleshooting.

I. What does memory usage look like on an Oracle server?

top -c and press F,o, or press ">" or "<" a few times to sort on virtual memory (similar command on Solaris: top, press o,size or prstat –s size)

Server 1: HugePages configured. VIRT, RES, SHR are about the same (RHEL 4 only)

Mem:  16413648k total, 16188704k used,   224944k free,   258068k buffers

Swap: 18876364k total,      360k used, 18876004k free,  4029332k cached

  PID USER      PR  NI %CPU    TIME+  %MEM  VIRT  RES  SHR S COMMAND

21924 oracle    15   0    0   2:52.92 51.5 8370m 8.1g 8.0g S ora_mmon_oracp21

13196 oracle    15   0    0   1:40.36 51.5 8362m 8.1g 8.0g S ora_j000_oracp21

19204 oracle    15   0    0  27:53.49 51.4 8354m 8.1g 8.0g S oracleoracp21 (LOCAL=NO)

13198 oracle    16   0    0   0:34.22 51.4 8352m 8.1g 8.0g S ora_j001_oracp21

22067 oracle    15   0    0  22:41.89 51.4 8352m 8.0g 8.0g S ora_pz99_oracp21

...

[oracle@dcprpcora1h ~]$ grep ^PageTables /proc/meminfo

PageTables:      24084 kB

[oracle@dcprpcora1h ~]$ grep ^Huge /proc/meminfo

HugePages_Total:  5120

HugePages_Free:    952

Hugepagesize:     2048 kB
Server 2: No HugePages configured. VIRT >> RES > SHR

Mem:   8293488k total,  7322064k used,   971424k free,   179632k buffers

Swap:  8388576k total,   732192k used,  7656384k free,  4004832k cached

  PID USER      PR  NI  VIRT  RES  SHR S %CPU %MEM    TIME+  COMMAND

 9260 oracle    16   0 5673m 2.1g 1.7g S    0 26.9  17:02.30 ora_mmon_riscp11

 9248 oracle    16   0 5275m 1.7g 1.6g S    0 21.2   1:32.09 ora_dbw0_riscp11

10874 oracle    16   0 5231m 1.7g 1.7g S    0 21.1  15:01.84 oracleriscp11 (DESCRIPTION=(LOCAL=YES)(ADDRESS=(PROTOCOL=beq)))

32363 oracle    15   0 5231m 1.6g 1.6g S    1 20.8  16:05.77 oracleriscp11 (LOCAL=NO)

 9186 oracle    -2   0 5241m 1.6g 1.6g S    0 20.8  38:41.23 ora_lms0_riscp11

 9254 oracle    15   0 5231m 1.6g 1.6g S    0 20.7   3:51.72 ora_smon_riscp11

 9210 oracle    -2   0 5241m 1.6g 1.6g S    0 20.5  17:35.16 ora_lms4_riscp11

...

$ grep ^PageTables /proc/meminfo

PageTables:     196208 kB  <-- much bigger page tables

$ grep ^Huge /proc/meminfo

HugePages_Total:     0  <-- no HugePages

HugePages_Free:      0

Hugepagesize:    262144 kB
 --- Linux HugePages feature ---

* Allows OS to use much bigger page size

* Saves page table size (kernel memory is precious)

* With the "side effect" of

  * processes sharing the same page table (virtual-to-physical mapping is faster due to less TLB miss)

  * locking process virtual memory into resident set (working set)

* Equivalent to Solaris ISM (intimate shared memory) in every aspect above (even behavior of _use_ism)

Update: RHEL 5 HugePages no longer shows memory as resident in top or ps, but it is resident. Also HugePages has a new concept, reserved HugePages, i.e. free HugePages memory reserved but not used or written to, visible in /proc/meminfo as HugePages_Rsvd. See http://yong321.freeshell.org/oranotes/HugePages.txt for more.
On Linux/UNIX, pre-11g Oracle's shared memory is real SysV IPC shared memory, not POSIX shared memory based on memory mapped files. Update: Oracle 11g uses automatic memory management by default, which uses POSIX-like shared memory ("files" in /dev/shm).

[oracle@dcprpcora1a ~]$ ipcs -m

------ Shared Memory Segments --------

key        shmid      owner     perms      bytes      nattch     status

0x42b606c0 491522     oracle    600        132120576  20

0x00000000 2228227    oracle    600        1291845632 34

0x00000000 2260996    oracle    600        3657433088 34

0x00000000 2293765    oracle    600        3657433088 34

0x977c3030 2326534    oracle    600        2097152    34 <-- If nattch is 0, something has gone wrong.

[oracle@dcprpcora1a ~]$ ps -ef | grep pmon

oracle    8035     1  0 09:44 ?        00:00:02 ora_pmon_oracp22

oracle   13643     1  0 Mar27 ?        00:00:37 asm_pmon_+ASM2

[oracle@dcprpcora1a ~]$ cat /proc/8035/maps | grep deleted #On Solaris, pmap -x <pid> | grep shmid

60000000-ad000000 rw-s 00000000 00:0a 2228227                            /67 (deleted)

c0000000-19a000000 rw-s 00000000 00:0a 2260996                           /68 (deleted)

1c0000000-29a000000 rw-s 00000000 00:0a 2293765                          /69 (deleted)

2c0000000-2c0200000 rw-s 00000000 00:0a 2326534                          /70 (deleted)

[oracle@dcprpcora1a ~]$ grep deleted /proc/13643/maps

60000000-67e00000 rw-s 00000000 00:0a 491522                             /14 (deleted)

67e00000 - 60000000 = 7e00000 => 132120576 bytes, instance +ASM2's SGA

$ bc -q

ibase=16

AD000000-60000000+19A000000-C0000000+29A000000-1C0000000+2C0200000-2C0000000

8608808960 <-- instance oracp22's SGA

Comparison between Oracle's shared memory and OS filesystem

            Oracle                    Filesystem

--------------------------------  ------------------------------------------------------

SGA (shared/system global area)

  buffer cache                    page cache

  shared pool

    library cache                 none, shell "hard parses" commands each time

    dictionary cache (rowcache)   traditional buffer cache, dentry cache (Solaris DNLC)..

    other pools and misc

Oracle processes do have process private memory, storing process specific temp data, sorting, hashing, bind values, misc runtime values, etc.

II. What do Oracle processes look like?

On UNIX/Linux, a process can have a differerent name from its executable image. Oracle background processes are named like ora_xxxx_SID, to which $ORACLE_HOME/bin/oracle changes its name on execve().

$ ps -fu oracle

UID        PID  PPID  C STIME TTY          TIME CMD

oracle    9878     1  0 Feb19 ?        00:00:20 /home/oracle/product/10.2.0/db/bin/ocssd.bin

oracle   10709     1  0 Feb21 ?        00:10:32 ora_pmon_ristss1t

oracle   10711     1  0 Feb21 ?        00:00:03 ora_psp0_ristss1t

oracle   10713     1  0 Feb21 ?        00:00:17 ora_mman_ristss1t

oracle   10715     1  0 Feb21 ?        00:04:13 ora_dbw0_ristss1t

oracle   10717     1  0 Feb21 ?        00:23:46 ora_lgwr_ristss1t

oracle   10719     1  0 Feb21 ?        00:18:58 ora_ckpt_ristss1t

oracle   10721     1  0 Feb21 ?        00:14:17 ora_smon_ristss1t

oracle   10723     1  0 Feb21 ?        00:00:02 ora_reco_ristss1t

oracle   10725     1  0 Feb21 ?        00:08:39 ora_cjq0_ristss1t

oracle   10727     1  0 Feb21 ?        00:17:25 ora_mmon_ristss1t

oracle   10729     1  0 Feb21 ?        00:21:42 ora_mmnl_ristss1t

oracle   10731     1  0 Feb21 ?        00:00:00 ora_d000_ristss1t

oracle   10733     1  0 Feb21 ?        00:00:02 ora_s000_ristss1t

oracle   10736     1  0 Feb21 ?        00:01:21 ora_asmb_ristss1t

oracle   10738     1  0 Feb21 ?        00:00:28 oracle+ASM (DESCRIPTION=(LOCAL=YES)(ADDRESS=(PROTOCOL=beq)))

oracle    2655     1  0 13:28 ?        00:00:00 oracle+ASM (LOCAL=NO)

oracle    4317     1  0 Apr15 ?        00:00:00 ora_o000_ristss1t

oracle   10740     1  0 Feb21 ?        00:00:00 ora_rbal_ristss1t

oracle   10996     1  0 Feb21 ?        00:00:48 ora_arc0_ristss1t

oracle   10998     1  0 Feb21 ?        00:02:24 ora_arc1_ristss1t

oracle   11007     1  0 Feb21 ?        00:00:39 ora_ctwr_ristss1t

oracle   11036     1  0 Feb19 ?        00:13:23 /home/oracle/product/10.2.0/db/bin/tnslsnr LISTENER -inherit

oracle   11064     1  0 Feb21 ?        01:56:46 ora_j000_ristss1t

oracle   11066     1  0 Feb21 ?        00:23:23 ora_j001_ristss1t

...

oracle   11082     1  0 Feb21 ?        00:00:00 ora_j009_ristss1t

oracle   11298     1  0 Feb21 ?        04:54:09 oracleristss1t (LOCAL=NO)

oracle   11304     1  0 Feb21 ?        00:02:21 oracleristss1t (LOCAL=NO)

oracle   13307     1  0 Feb19 ?        00:00:35 asm_pmon_+ASM

oracle   13309     1  0 Feb19 ?        00:00:00 asm_psp0_+ASM

oracle   13311     1  0 Feb19 ?        00:00:00 asm_mman_+ASM

oracle   13313     1  0 Feb19 ?        00:00:10 asm_dbw0_+ASM

oracle   13315     1  0 Feb19 ?        00:00:08 asm_lgwr_+ASM

oracle   13317     1  0 Feb19 ?        00:00:02 asm_ckpt_+ASM

oracle   13319     1  0 Feb19 ?        00:00:00 asm_smon_+ASM

oracle   13321     1  0 Feb19 ?        00:00:01 asm_rbal_+ASM

oracle   13323     1  0 Feb19 ?        00:02:21 asm_gmon_+ASM

oracle   14127     1  0 Feb19 ?        00:00:00 asm_o000_+ASM

SQL> select name, description from v$bgprocess where paddr != '00';

NAME  DESCRIPTION

----- ----------------------------------------------------------------

PMON  process cleanup

PSP0  process spawner 0

MMAN  Memory Manager

DBW0  db writer process 0

ARC0  Archival Process 0

ARC1  Archival Process 1

LGWR  Redo etc.

CKPT  checkpoint

CTWR  Change Tracking Writer

SMON  System Monitor Process

RECO  distributed recovery

CJQ0  Job Queue Coordinator

RBAL  ASM Rebalance master

ASMB  ASM Background

MMON  Manageability Monitor Process

MMNL  Manageability Monitor Process 2

Oracle server processes are either background or user processes. Most background processes are so essential killing them will crash the instance immediately.

strace or ltrace (Solaris truss) can be used to find limited information about what the process is doing, especially when DBAs can't find anything inside Oracle. A normal Oracle user process is created by

client (e.g. sqlplus or httpd) TCP connects to tnslsnr -> fork -> fork -> exec(oracle)

It forks twice to guarantee it can’t get a controlling terminal, a requirement for a daemon (Ref: Richard Stevens, Advanced UNIX Programming, p.417). Oracle process on UNIX/Linux created through tnslsnr is in every way a daemon: parent is init, no terminal, being session and group leader, etc. Note: Linux uses clone() instead of fork().

$ strace -e trace=clone,execve,exit_group -f -p `pidof tnslsnr`

Process 29147 attached - interrupt to quit  <-- 29147 is tnslsnr
clone(Process 32217 attached  <-- new "ephemeral" tnslsnr process is 32217
child_stack=0, flags=CLONE_CHILD_CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_tidptr=0x2a96ee2950) = 32217

Process 29147 suspended

[pid 32217] clone(Process 32218 attached  <-- 32218 is the final Oracle process
child_stack=0, flags=CLONE_CHILD_CLEARTID|CLONE_CHILD_SETTID|SIGCHLD, child_tidptr=0x2a96ee2950) = 32218

[pid 32217] exit_group(0)               = ?

Process 29147 resumed

Process 32217 detached

[pid 29147] --- SIGCHLD (Child exited) @ 0 (0) ---

[pid 32218] execve("/home/oracle/product/10.2.0/db/bin/oracle", ["oracleristss1t"..., "(LOCAL=NO)"...], [/* 28 vars */]) = 0  <-- Note the new process name (2nd arg, argv[])
A direct TCP connection is established between TNS listener (port 1521) and client (it happens to be the same host in this case):

$ netstat -anp 2>/dev/null | grep 32218

tcp     0   0 10.111.84.34:1521       10.111.84.34:29898      ESTABLISHED 32218/oracleristss1

What is pmon (pid 10709) doing?
$ strace -p 10709

Process 10709 attached - interrupt to quit

poll([{fd=15, events=POLLIN|POLLRDNORM}, {fd=16, events=POLLIN|POLLRDNORM}], 2, 3000) = 0

getrusage(RUSAGE_SELF, {ru_utime={143, 11258}, ru_stime={489, 856530}, ...}) = 0 <-- They always get their own CPU time usage, constantly

open("/proc/10711/stat", O_RDONLY)      = 20  <-- Checking PSP process's stats, open stat file as file descriptor 20

read(20, "10711 (oracle) S 1 10711 10711 0"..., 999) = 230  <-- Intend to read 999 bytes but only 230 bytes to read

close(20)                               = 0

open("/proc/10713/stat", O_RDONLY)      = 20  <-- Checking MMAN's stats

read(20, "10713 (oracle) S 1 10713 10713 0"..., 999) = 225

close(20)                               = 0

...

open("/proc/10740/stat", O_RDONLY)      = 20

read(20, "10740 (oracle) S 1 10740 10740 0"..., 999) = 218

close(20)                               = 0

...

File descriptors opened by a process help you find process log files and network connections, and troubleshoot descriptor leak bugs.

$ ls -l /proc/10709/fd
total 20

lr-x------  1 oracle oinstall 64 Apr 20 22:48 0 -> /dev/null

lr-x------  1 oracle oinstall 64 Apr 20 22:48 1 -> /dev/null

lrwx------  1 oracle oinstall 64 Apr 20 22:48 10 -> /home/oracle/archive/ristss1t/adump/20080301/ora_10485.aud


Above line: all background processes open the audit file; if a file opened by a process is deleted, you can open the file descriptor to get its content back

lr-x------  1 oracle oinstall 64 Apr 20 22:48 11 -> /dev/zero

lr-x------  1 oracle oinstall 64 Apr 20 22:48 12 -> /dev/zero

lr-x------  1 oracle oinstall 64 Apr 20 22:48 13 -> /home/oracle/product/10.2.0/db/rdbms/mesg/oraus.msb


All Oracle processes open message binary file; locale determines oraUS. Human readable version is oraus.msg.

lrwx------  1 oracle oinstall 64 Apr 20 22:48 14 -> /home/oracle/product/10.2.0/db/dbs/hc_ristss1t.dat


Oracle Enterprise Manager health check file

lrwx------  1 oracle oinstall 64 Apr 20 22:48 15 -> socket:[908660]

lrwx------  1 oracle oinstall 64 Apr 20 22:48 16 -> socket:[908742]


For inet connections, lsof shows actual connections (below)

lrwx------  1 oracle oinstall 64 Apr 20 22:48 17 -> /home/oracle/product/10.2.0/db/dbs/lkRISTSS1T


A "lock" file being held open means the instance is up

lr-x------  1 oracle oinstall 64 Apr 20 22:48 18 -> /home/oracle/product/10.2.0/db/rdbms/mesg/oraus.msb

lrwx------  1 oracle oinstall 64 Apr 20 22:48 19 -> /dev/oracleasm/iid/0000000000000007


Oracle ASM disk file

lr-x------  1 oracle oinstall 64 Apr 20 22:48 2 -> /dev/null

lr-x------  1 oracle oinstall 64 Apr 20 22:48 3 -> /dev/null

lr-x------  1 oracle oinstall 64 Apr 20 22:48 4 -> /dev/null

l-wx------  1 oracle oinstall 64 Apr 20 22:48 5 -> /home/oracle/archive/ristss1t/udump/20080301/ristss1t_ora_10485.trc

l-wx------  1 oracle oinstall 64 Apr 20 22:48 6 -> /home/oracle/product/10.2.0/db/admin/ristss1t/bdump/alert_ristss1t.log


alert.log, opened by all background processes

lrwx------  1 oracle oinstall 64 Apr 20 22:48 7 -> /home/oracle/product/10.2.0/db/dbs/lkinstristss1t (deleted)

l-wx------  1 oracle oinstall 64 Apr 20 22:48 8 -> /home/oracle/product/10.2.0/db/admin/ristss1t/bdump/alert_ristss1t.log

lrwx------  1 oracle oinstall 64 Apr 20 22:48 9 -> /home/oracle/product/10.2.0/db/dbs/hc_ristss1t.dat

$ lsof -p 10709

COMMAND   PID   USER   FD   TYPE DEVICE      SIZE          NODE NAME

...

oracle  10709 oracle   15u  IPv4 908660                     UDP localhost.localdomain:2023

oracle  10709 oracle   16u  IPv4 908742                     TCP mdarisora01t.mdacc.tmc.edu:48744->mdarisora01t.mdacc.tmc.edu:1521 (ESTABLISHED)

...

Without lsof, you would find the actual connections based on "device number" or "kernel reference address" as lsof manpage calls. On Linux, the device number such as 908660 will be under inode column of /proc/net/tcp. You then convert the IP addresses in hex on that row using my hexip.pl at http://yong321.freeshell.org/computer/archive.txt

In case file descriptors show pipes and you need to find the two ends of a pipe, match two processes in this output according to device number, one reading and one writing (remove 2>/dev/null if run as root):

$ find /proc/*/fd -ls 2>/dev/null | grep 908660

Process environment variables sometimes help debugging, as in the case when you suspect ORACLE_HOME for a running process is not set correctly. In fact, even whether there's a trailing slash (/) or double slashes (//) somewhere in the assigned value should be consistent between your (shell) process that tries to connect to the instance and the process that started the instance, or what's stored in /etc/oratab (/var/opt/oracle/oratab on Solaris), otherwise you can't connect or the instance won't startup. This is because the value of ORACLE_HOME combined with that of ORACLE_SID is literally used to generate the IDs of the shared memory segments (Ref: Oracle Note 435044.1).

On Linux, ps eww <pid> is the command to find a running process environment (as well as cat /proc/<pid>/environ). On Solaris, the command is in a different path, /usr/ucb/ps eww <pid>. But since Solaris 9, the recommended command is pargs -e <pid>. For a summary, see

http://yong321.freeshell.org/computer/ProcEnv.txt

Beginning with 10g, Oracle background processes on Linux/UNIX have an environment variable SKGP_HIDDEN_ARGS. On Linux, the variable is assigned a value and its first attribute can tell you whether killing this process would crash the instance:

$ ps eww $(pgrep -f ora_pmon_$ORACLE_SID) | perl -nle 'print $& if /SKGP_HIDDEN_ARGS=[^ ]+/'

SKGP_HIDDEN_ARGS=<FATAL/S/x0/x1/x0/x3E5839D4/6015/6015/x0>

$ ps eww $(pgrep -f ora_mmon_$ORACLE_SID) | perl -nle 'print $& if /SKGP_HIDDEN_ARGS=[^ ]+/'

SKGP_HIDDEN_ARGS=<BG/S/x0/x10/x0/x3E5839D4/6015/6015/xF>

The Perl one-liner can be replaced with

$ cat /proc/$(pgrep -f ora_pmon_$ORACLE_SID)/environ | tr "\0" "\n" | grep SKGP_HIDDEN_ARGS

(In 11.2.0.2 RAC on Linux, you need to run it as root.)

If the first attribute is BG, killing the process will not crash the instance; if it's FATAL, it will. For the convenience of those that don't have this version of Oracle and OS, here's a list of the fatal processes (from Oracle RAC 11gR2 on Linux): ACMS, ASMB, CKPT, DBRM, DBWn, GENn, GMON, GTXn, LCKn, LGWR, LMDn, LMON, LMSn, MMAN, PMON, PSPn, RBAL, RCBG, RMSn, SMON, VKTM. And this is the list of the non-fatal background processes: CJQn, D00n, DIAG, DIAn, LMHB, MARK, MMNL, MMON, PING, PZnn, Q00n, Q00n, Q00n, QMNC, RECO, RSMN, S00n, SMCn, VKRM, W00n.

Other attributes of SKGP_HIDDEN_ARGS are less interesting. I think the 7th (8th in 11g) attribute, 6015 here, is the process that spawned this process; for pmon, smon, psp and a few others, that pid is the one that initially created the shared memory segment (cpid in /proc/sysvipc/shm) but exited; for others, it's PSP, process spawner. The next number may be the process (if still exists) that this process receives work assignment from: rbal from asmb, q00n from qmnc, arcn and lnsn from lgwr etc. The next attribute (x0 and xF here) may be related to v$process.pid. In 11g, there're two more attributes probably showing the timestamps of the process fork() and exec() in seconds since epoch.
Environment variable _ can be used to check what process starts this process; if you start the instance or listener in RAC with srvctl, pmon or tnslsnr won't have this set (in 11g) or set to $ORACLE_HOME/bin/racgmain (pre-11g). But if you start it with sqlplus or lsnrctl, _ is set to sqlplus or lsnrctl, respectively. You can examine the environments of processes started by srvctl to find other attributes that are missing in processes directly started with sqlplus or lnsrctl.
Other environment variables are less interesting. ORACLE_SPAWNED_PROCESS is always 1. ORA_NET2_DESC is set to the file descriptors for read and write, respectively, of the two pipes of this process. Obviously this is only meaningful for a local or bequeath connection, as a process spawned by listener already closed the descriptors.

Non-background i.e. user a.k.a server processes created on behalf of a user connection are like this:

$ ps -fp 5398

UID        PID  PPID  C STIME TTY          TIME CMD

oracle    5398     1  0 14:09 ?        00:00:01 oracleristss1t (LOCAL=NO)

$ strace -e trace=all -p 5398 2>&1 | egrep -v '^times|^getrusage'

Process 5398 attached - interrupt to quit

read(17, "\0\246\0\0\6\0\0\0\0\0\21i$\1\1\0\0\0\3\0\0\0\3^%!\200\0\0\0\0\0"..., 2064) = 166

write(17, "\0}\0\0\6\0\0\0\0\0\10\6\0\274\317\355\22\6\0\0\0\4\0\0\0\1\0\0\0\0\0\0"..., 125) = 125

One way to see the text passed on the wire for an Oracle connection is this (On Solaris, it's truss -t read,write,pread,pwrite,readv,writev -v):

$ strace -e read=17 -e write=17 -p 5398 2>&1 | egrep -v '^times|^getrusage'

Process 5398 attached - interrupt to quit

read(17, "\0\246\0\0\6\0\0\0\0\0\21i.\1\1\0\0\0\t\0\0\0\3^/!\200\0\0\0\0\0"..., 2064) = 166

 | 00000  00 a6 00 00 06 00 00 00  00 00 11 69 2e 01 01 00  ........ ...i.... |

 | 00010  00 00 09 00 00 00 03 5e  2f 21 80 00 00 00 00 00  .......^ /!...... |

 | 00020  00 01 23 00 00 00 01 0d  00 00 00 01 01 00 00 00  ..#..... ........ |

 | 00030  00 01 00 00 00 00 00 00  00 00 00 00 00 00 00 01  ........ ........ |

 | 00040  00 01 01 01 00 00 00 00  00 00 00 00 01 01 23 69  ........ ......#i |

 | 00050  6e 73 65 72 74 20 69 6e  74 6f 20 74 65 73 74 20  nsert in to test  |

 | 00060  76 61 6c 75 65 73 20 28  27 41 42 43 44 45 46 47  values ( 'ABCDEFG |

 | 00070  27 29 01 00 00 00 01 00  00 00 00 00 00 00 00 00  ')...... ........ |

 | 00080  00 00 00 00 00 00 00 00  00 00 00 00 00 00 04 00  ........ ........ |

 | 00090  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  ........ ........ |

 | 000a0  00 00 00 00 00 00                                 ......            |

Developers can strace (or truss) to find which tnsnames.ora is actually used:

$ strace tnsping aaa 2>&1 | grep tnsnames.ora

access("/home/oracle/.tnsnames.ora", F_OK) = -1 ENOENT (No such file or directory)

access("/etc/tnsnames.ora", F_OK)       = -1 ENOENT (No such file or directory)

access("/home/oracle/product/10.2.0/db/network/admin/tnsnames.ora", F_OK) = 0

stat("/home/oracle/product/10.2.0/db/network/admin/tnsnames.ora", {st_mode=S_IFREG|0755, st_size=560, ...}) = 0

open("/home/oracle/product/10.2.0/db/network/admin/tnsnames.ora", O_RDONLY) = 6

read(6, "# tnsnames.ora Network Configura"..., 4096) = 560
Solaris pstack prints call stack of process, useful in hanging situation. Linux pstack can be downloaded, or do this with gdb (do it and detach immediately!):

$ gdb /home/oracle/product/10.2.0/asm/bin/oracle 7806

GNU gdb Red Hat Linux (6.3.0.0-1.153.el4_6.2rh)

...

(gdb) bt  <-- back trace
#0  0x0000000004d87bdd in nserr2pe ()

#1  0x0000000004d87a05 in nserror ()

#2  0x0000000004d8782a in nserrbc ()

#3  0x0000000004d877cd in nserrbd ()

#4  0x0000000004dac180 in nstoHandleEventTO ()

#5  0x0000000004daf1ef in nstoToqWalk ()

#6  0x0000000004d8f570 in nsevwait ()

#7  0x00000000008db0e1 in ksnwait ()

#8  0x0000000000789298 in kslwaitns_timed ()

#9  0x00000000008b441d in kskthbwt ()

#10 0x0000000000788754 in kslwait ()

#11 0x0000000000795883 in ksuclnwt ()

#12 0x0000000000794910 in ksucln ()

#13 0x0000000000826122 in ksbrdp ()

#14 0x0000000002f3e140 in opirip ()

#15 0x000000000131b916 in opidrv ()

#16 0x0000000001ea3a46 in sou2o ()

#17 0x0000000000713b45 in opimai_real ()

#18 0x00000000007139fc in main ()

(gdb) detach <-- optional but good practice; some debuggers require this or the target process would crash

Function names can be looked up at metalink.oracle.com. Focus on the top few but below error handlers or trace dump functions. This particular backtrace was taken on an ASM PMON when it failed to register with listener, and no trace file was found. But searching for nstoHandleEventTO on Metalink helped us locate Bugs 6017068 and 5944584.

That's pretty much all you can do at OS level. For further troubleshooting, you need to combine info from inside Oracle. Yong's Perfmon at http://yong321.freeshell.org/computer/Perfmon.html does exactly that, correlating `top’ output with Oracle session wait events. For instance,

$ cat perfmon.log

...

20080327124601

...

host2

top - 12:46:04 up 131 days, 11:49,  1 user,  load average: 1.17, 1.13, 1.25

Tasks: 312 total,   4 running, 308 sleeping,   0 stopped,   0 zombie

Cpu(s): 13.7% us,  3.9% sy,  0.0% ni, 73.5% id,  8.5% wa,  0.1% hi,  0.3% si

Mem:   8293488k total,  7828272k used,   465216k free,   332448k buffers

Swap:  8388576k total,  2264096k used,  6124480k free,  3918592k cached

  PID USER      PR  NI  VIRT  RES  SHR S %CPU %MEM    TIME+  COMMAND

28543 oracle    22   0 5233m 141m 129m R   83  1.7   0:00.54 oracletest (LOCAL=NO)

 8272 oracle    15   0 5449m 2.3g 2.1g D   22 29.6 943:24.05 ora_pz99_test

10098 oracle    16   0 5231m 2.2g 2.2g D    7 27.9  28:15.04 oracletest (LOCAL=NO)

28548 root      16   0  4976 2912 2320 S    3  0.0   0:00.01 /bin/sh /etc/init.d/init.cssd fatal

 4760 oracle    15   0 5228m 108m  99m S    3  1.3   0:00.89 oracletest (LOCAL=NO)

 8302 oracle    15   0 5231m 102m  91m S    2  1.3   0:01.75 oracletest (DESCRIPTION=(LOCAL=YES)(ADDRESS=(PROTOCOL=beq)))

 8451 oracle    15   0 5231m 227m 216m S    1  2.8   0:07.85 oracletest (LOCAL=NO)

 I        SID USR             MACH                 PROG                 SQL_ID        PREV_SQL_ID   EVNT                                                                                                                                                                              

                               P1         P2         P3 SPID                PGA

-- ---------- --------------- -------------------- -------------------- ------------- ------------- ---------------------------------- ---------- ---------- ---------- ------------ ----------

 2        755 CB              EXAMPLE\APPSERVER001 wwwpx.exe            9ss1vsmq53ucs fqwpnzvugsgs6 gc cr request                       173      10806          1 28543           8188249

 2        626 ABC_USER        EXAMPLE\APPSERVER2   abc.exe              8jt2wr0d0r7tg cq7an5qmrb1bq gc cr request                        44     128581          1 10098           5132225

 2        554 SYS             host1.example.com    oracle@host2.exampl.                             db file scattered read                  3     333341         16 8272          217796545

 3        816 LOGISTICS_USER  ECP\CSNETTRANS       wwwpx.exe            2aj1gub45fjs5 f4gkzwsdd78gk db file sequential read                53       6110          1 18446           6074041

...

At OS, pid 28543 is using 83% CPU. Its corresponding Oracle session, coming from APPSERVER001, is requesting from a remote instance’s buffer cache for the buffer of datafile 173 block 10806. We can find what table or index the session intends to read and what SQL it’s running.

Conclusion

Most Oracle database troubleshooting and performance tuning is done inside Oracle. But examining Oracle instance from the OS perspective sometimes can offer unique insight. When the database is completely hung, probing from outside Oracle is the only way to get any clue about what’s happening. Beginning with 10g, sqlplus has the undocumented –prelim option to allow limited function through oradebug so errorstack or hanganalyze can be dumped. Nevertheless, knowledge of the OS process and memory always comes in handy in troubleshooting.

Author
Yong Huang is a Senior Oracle DBA at M. D. Anderson Cancer Center. Before joining M. D. Anderson, Yong worked as a Perl/CGI web developer at Shell Oil and other companies, as Oracle DBA or consultant at Schlumberger, Unocal Oil, Nationwide Insurance, Electronic Arts, and as Principal DBA at eBay. Other than Oracle, his interest includes UNIX and Windows internals. More information is at http://yong321.freeshell.org/computer.html.

